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IntroducƟ on
Over the last fi ve years, a number of overseas companies, such as 
23andMe, have begun to oī er direct-to-consumer (DTC) geneƟ c 
tests to esƟ mate the probability of an individual developing various 
diseases. Although no Australian DTC companies exist due to 
regulaƟ ons mandaƟ ng the involvement of a health pracƟ Ɵ oner, 
Australian consumers are free to access overseas mail-order services. 
In theory, DTC tesƟ ng carries huge potenƟ al for prevenƟ ng the 
onset of disease by lifestyle modifi caƟ on and targeted surveillance 
programs. However, the current system of mail-order geneƟ c tesƟ ng 
raises serious concerns related to test quality, psychological impacts 
on users, and integraƟ on with the health system. There are also issues 
with protecƟ ng geneƟ c privacy, and ethical concerns about making 
medical decisions based on pre-empƟ ve knowledge. This paper 
presents an overview of the ethical, legal and pracƟ cal issues of DTC 
tesƟ ng in an Australian context. The paper concludes by proposing fi ve 
condiƟ ons that will be key for harnessing the potenƟ al of DTC tesƟ ng 
technology. These include improved clinical uƟ lity, updated anƟ -
discriminaƟ on legislaƟ on, accessible geneƟ c counselling, TherapeuƟ c 
Goods AdministraƟ on (TGA) monitoring, and mechanisms for idenƟ ty 
verifi caƟ on. Based on these condiƟ ons, the current system of mail-
order tesƟ ng is unviable as a scalable medical model. For the long 
term, the most sustainable soluƟ on is integraƟ on of pre-symptomaƟ c 
geneƟ c tesƟ ng with the healthcare system.

The rise of direct-to-consumer tesƟ ng
“Be on the lookout now.” This is the slogan of 23andMe.com, a 
Californian biotechnology company that has been oī ering personal 
geneƟ c tesƟ ng since late 2007. Clients mail a in a sample of their saliva 
and, for the humble fee of US$299, 23andMe will isolate their DNA and 
scan across key regions to esƟ mate that individual’s risk of developing 
diī erent diseases. [1] Over 200 diī erent diseases in fact – everything 
from widespread, life-threatening condiƟ ons including breast cancer 
and coronary artery disease, to the comparaƟ vely obscure such as 
restless legs syndrome. Table 1 gives an example of the risk profi le with 
which an individual may be faced. 
Table 1. Simulated excerpt from a disease risk analysis provided by a direct-to-
consumer geneƟ c tesƟ ng company. [1]

Your risk Average risk

Elevated 
Risks

DiagnosƟ c Type 2 
Diabetes

65.0% 25.7%

Melanoma 3.5% 2.9%

Decreased 
Risks

Macular DegeneraƟ on 4.2% 6.5%

Psoriasis 5.7% 11.4%

GeneƟ c tesƟ ng has existed for decades as a diagnosƟ c modality. Since 
the 1980s, clinicians have used geneƟ c data to detect monogenic 
condiƟ ons such as cysƟ c fi brosis and thalassaemia. [2] These studies 
were conducted in paƟ ents already showing symptoms of the disease 
in order to confi rm a suspected diagnosis. 23andMe does something 
quite diī erent: it takes asymptomaƟ c people and calculates the risk of 
diseases emerging in the long term. It is a pre-empƟ ve test rather than 
a diagnosƟ c one.
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23andMe is not the only service of its kind. There is a growing family 
of these direct-to-consumer (DTC) geneƟ c tests: Navigenics (US), 
deCODEme (Iceland) and GeneƟ c Health (UK) all oī er a comprehensive 
disease screen for under $1000 AUD. There are currently no Australian 
companies that oī er DTC disease scans due to regulaƟ ons that require 
the involvement of a health professional. [3] However, Australian 
consumers are sƟ ll free to access overseas services. Although no 
Australian retail fi gures exist, the global market for pre-symptomaƟ c 
geneƟ c tesƟ ng is growing rapidly: 23andMe reported that 150,000 
customers worldwide have used their test, [4] and in a recent European 
survey 64% of respondents said they would use a geneƟ c test to detect 
possible future disease. [5] The Australian market for DTC tesƟ ng, 
buoyed by increasing public awareness and decreasing product costs, 
is also set to grow. 

Australian stakeholders have so far been divided on the issue of DTC 
tesƟ ng. Certain parƟ es have embraced it. In 2010 the Australian 
insurance company NIB oī ered 5000 of its customers a half-price 
geneƟ c test through the US company Navigenics. [6] However, 
controversy arose over the fi ne-print at the end of NIB’s oī er leƩ er: 
“You may be required to disclose geneƟ c test results, including any 
underlying health risks and condiƟ ons which the tests reveal, to life 
insurance or superannuaƟ on providers.” [6]

Most professional and regulatory bodies have expressed concern 
over the risks of DTC tesƟ ng in an Australian context. In a 2012 
paper, the Australian Medical AssociaƟ on argued that health-related 
geneƟ c tesƟ ng “should only be undertaken with a referral from a 
medical pracƟ Ɵ oner.” [7] It also highlighted issues surrounding the 
accreditaƟ on of overseas laboratories and the accuracy of the test 
results. Meanwhile, the Human GeneƟ cs Society of Australasia has 
stressed the importance of educaƟ ng the public about the risks of DTC 
tests: “The best way to get rid of the market for DTC geneƟ c tesƟ ng 
may be to eliminate consumer demand through educaƟ on … rather 
than driving the market underground or overseas.” [8]

Despite the defi ciencies in the current model of mail-order services, 
personal geneƟ c tesƟ ng carries huge potenƟ al benefi ts from a 
healthcare perspecƟ ve. The 2011 NaƟ onal Health and Medical 
Research Council (NHMRC) publicaƟ on enƟ tled The Clinical UƟ lity of 
Personalised Medicine highlights some of the potenƟ al applicaƟ ons of 
geneƟ c tests: targeƟ ng clinical screening programs based on disease 
risk, predicƟ ng drug suscepƟ bility and adverse reacƟ ons and iniƟ aƟ ng 
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one day debilitate them. Could endless accounƟ ng of geneƟ c risks 
overshadow the joy of living? 

It is fair to say that DTC tesƟ ng will only be useful if individuals have 
the right aƫ  tude – if they use this foreknowledge to take preventaƟ ve 
measures. But do geneƟ c test results really cause behaviour 
modifi caƟ on? A fascinaƟ ng study in the New England Journal of 
Medicine in 2011 analysed the behavioural paƩ erns of 2037 paƟ ents 
before and aŌ er a DTC geneƟ c test. [14] They found no diī erence in 
exercise behaviour or dietary fat intake, suggesƟ ng that the geneƟ c risk 
analysis did not translate into measurable lifestyle modifi caƟ on. 

In order for individuals to interpret and use this geneƟ c informaƟ on 
eī ecƟ vely, they will need advice from healthcare professionals. Many 
of the DTC tesƟ ng companies oī er their own geneƟ c counselling 
services; however, only 10% of clients reported accessing these. [15] 
The current posiƟ on of the Australian Medical AssociaƟ on is that 
paƟ ents should consult a general pracƟ Ɵ oner when interpreƟ ng the 
results of a DTC geneƟ c test. [7] However, a forced marriage between 
commercial sequencing companies and the healthcare system 
threatens to create problems of its own. 

How should the health system adapt? 
A 2011 study in North Carolina found that one in fi ve family physicians 
had already been asked a quesƟ on about pre-symptomaƟ c geneƟ c 
tests, yet 85% of the surveyed doctors reported that they were not 
suĸ  ciently prepared to interpret test data [16]. In Australia, the 
healthcare system needs to adapt to this emerging trend. The quesƟ on 
is - to what extent? 

One controversial issue is whether it should be mandatory for 
doctors to be consulted when an individual orders a geneƟ c test. 
Australia currently requires the involvement of a health pracƟ Ɵ oner 
to perform a disease-related geneƟ c test. [3] Many countries, with 
the notable excepƟ on of the United States, share this stance. The 
German government ruled in early 2010 that pre-symptomaƟ c tesƟ ng 
could only be ordered by doctors trained in geneƟ c counselling. [11] 
However, criƟ cs argue that mandatory doctor involvement would add 
medical legiƟ macy to a technology sƟ ll in its infancy. [17] There is also 
an ethical argument that individuals should have the right to know 
about their own genes independent of the health system. [18]

Then there is the issue of how DTC geneƟ c data should infl uence 
treatment. For example, should someone geneƟ cally predisposed to 
Type 2 Diabetes Mellitus be screened more regularly than others? 
Or, in a more extreme scenario: should those with more favourable 
geneƟ c outlooks be prioriƟ sed for high-demand procedures such as 
transplant surgery? 

These are serious ethical dilemmas; however, the medical community 
has had to deal with such issues before, whenever a new technology 
has arisen. With appropriate consultaƟ on from ethics commiƩ ees 
(such as the NHMRC-aĸ  liated Human GeneƟ cs Society of Australasia) 
and improved geneƟ c literacy among healthcare professionals, it 
is possible to imagine a symbioƟ c partnership between the health 
system and free-market geneƟ c tesƟ ng. 

How do we safeguard geneƟ c privacy?
If DTC tesƟ ng is indeed here to stay, a further concern is raised: how 
do we protect geneƟ c privacy? Suppose a potenƟ al employer were to 
gain access to geneƟ c data – the consequences could be disastrous for 
those with a poor prognosis. The outcome may be even worse if these 
data were made available to their insurance company. 

In Australia, the disclosure of an individual’s geneƟ c data by third 
parƟ es (such as a geneƟ c tesƟ ng company) is Ɵ ghtly regulated under 
the Privacy Act 1988, which forbids its use for any purpose beyond 
that for which it was collected. [19] The only excepƟ on, based on 
the Privacy LegislaƟ on Amendment Act 2006, is for geneƟ c data to 
be released to ‘geneƟ c relaƟ ves’ in situaƟ ons where disclosure could 

preventaƟ ve therapy before disease onset. [9] GeneƟ c risk analysis has 
the potenƟ al to revoluƟ onise preventaƟ ve medicine in the 21st century. 

The quesƟ on is whether free-market DTC tesƟ ng is a posiƟ ve step 
towards an era of geneƟ cally-derived preventaƟ ve therapy. Perhaps 
it creates more problems than it solves. What is the clinical uƟ lity of 
these tests? Is it responsible to give untrained individuals this kind of 
risk informaƟ on? Could test results get into the wrong hands? These 
are the pracƟ cal issues that will directly impact Australian medical 
professionals as geneƟ c data infi ltrates further into daily pracƟ ce. This 
paper aims to grapple with some of these issues in an aƩ empt to tease 
out how we as a healthcare community can best adapt to this new 
technology. 

What is the clinical uƟ lity of these tests?
In 2010, a Cambridge University professor sent his own DNA oī  for 
analysis by two diī erent DTC tesƟ ng companies - 23andMe and 
deCODEme. He found that for approximately one third of the tested 
diseases, he was classed in a diī erent risk category by the two 
companies. [10] A similar experiment carried out by a BriƟ sh journalist 
also revealed some major discrepancies. In one test, his risk of a 
myocardial infarcƟ on was 6% above average, while on another it was 
18% below. [11]

This variability is a refl ecƟ on of the current level of uncertainty about 
precisely how genes contribute to many diseases. Most diseases are 
polygenic, with an array of contribuƟ ng environmental and lifestyle 
factors also playing a role in disease onset. [12] Hence, in all but a 
handful of diseases where robust geneƟ c markers have been idenƟ fi ed 
(such as the BRCA mutaƟ ons for breast and ovarian cancers), these 
DTC test results are of quesƟ onable validity. An individual’s risk of 
Type 2 Diabetes Mellitus cannot simply be disƟ lled down into a single 
numerical value.  

Even for those diseases where isolated geneƟ c markers have been 
idenƟ fi ed in the literature, the fi ndings are specifi c to the populaƟ on 
studied. The majority of linkage analyses are performed in North 
American or European populaƟ ons and may not be directly applicable 
to an Australasian context. PopulaƟ on bias aside, there is also a high 
level of ambiguity in how various geneƟ c markers interact. As an 
example, consider two alleles that have each been shown to increase 
the risk of macular degeneraƟ on by 10%. It is not valid to say that the 
presence of both alleles signifi es a 20% risk increase. This relates to the 
concept of epistasis in staƟ sƟ cal geneƟ cs – the combined phenotypic 
eī ect of two alleles may diī er from the sum of the individual eī ects. 
The algorithms currently used by DTC tesƟ ng companies do not 
account for the complexity of gene-phenotype relaƟ onships.  

For these reasons, the NHMRC states in its guide to the public 
about DTC tesƟ ng: “At this Ɵ me, studies have yet to prove that such 
suscepƟ bility tests give accurate results to consumers.” [12] At best, 
current DTC tesƟ ng is only valid as a rough guide to idenƟ fy any risks 
that are parƟ cularly high or low. At worst, it is a blatantly misleading risk 
esƟ mate based on insuĸ  cient molecular and clinical data. However, as 
our understanding of geneƟ c markers improves, so too will the uƟ lity 
of these tests. 

Can customers handle the results? 
Assuming test quality improves, the next quesƟ on is whether average 
individuals can deal with this type of risk informaƟ on. What may the 
psychological consequences be if a healthy 25-year-old discovered that 
they had a 35% chance of developing ischaemic heart disease at some 
Ɵ me during their life? 

One risk is that people with an unfavourable prognosis may become 
discouraged from caring about their health at all, because they feel 
imprisoned within an immutable ‘geneƟ c desƟ ny.’ [13] As disease is 
wriƩ en into their genes, they may as well surrender and accept it. Even 
someone with an average disease risk may feel an impending sense 
of doom when confronted with the vast array of diseases that may 
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data
iii. Accessible geneƟ c counselling faciliƟ es and community educaƟ on 

about interpreƟ ng geneƟ c results
iv. Monitoring of DTC companies by regulatory bodies such as the 

TherapeuƟ c Goods AdministraƟ on (TGA) 
v. Mechanism for idenƟ ty verifi caƟ on to prevent fraudulent DNA 

analysis
Let us analyse each of these proposiƟ ons. CondiƟ on (i) will be gradually 
fulfi lled as our understanding of geneƟ c markers and bioinformaƟ cs 
develops. A wealth of new data is emerging from large-scale sequencing 
studies spanning diverse populaƟ ons, with advanced modeling for 
gene-gene interacƟ ons. [25,26] CondiƟ on (ii) is also a likely future 
prospect - the report by the Australian Law Reform Commission is 
evidence of a responsive legislaƟ ve landscape. [22] CondiƟ on (iii) is 
feasible, conƟ ngent on adequate funding for publicly accessible geneƟ c 
counselling services and educaƟ on programs. However, given that the 
clinical uƟ lity of DTC risk analysis is currently low, it would be diĸ  cult in 
the short term to jusƟ fy any public expenditure on counselling services 
targeted at test users. 

CondiƟ ons (iv) and (v) are more diĸ  cult to saƟ sfy. Since DTC companies 
are all located overseas, they fall outside the jurisdicƟ on of the 
Australian TGA. Given that consumers may make important healthcare 
choices based on DTC results, it is imperaƟ ve that this industry be 
regulated. We have three opƟ ons. First, we could rely on appropriate 
monitoring by foreign regulatory bodies. In the US, DTC geneƟ c tests 
are classed as an ‘in vitro diagnosƟ c device’ (IVD), meaning they fall 
subject to FDA regulaƟ on. However, in a tesƟ mony before the US 
government’s SubcommiƩ ee on Oversight and InvesƟ gaƟ ons in July 
2010, the FDA stated that it has “generally exercised enforcement 
discreƟ on” in regulaƟ ng IVDs. [27] It went on to admit that “none of 
the geneƟ c tests now oī ered directly to consumers has undergone 
premarket review by the FDA to ensure that the test results being 
provided to paƟ ents are accurate, reliable, and clinically meaningful.” 
This is an area of acƟ ve reform in the US; however, it seems unwise for 
Australia to blindly accept the standards of overseas regulators. 

The second opƟ on is to sancƟ on overseas DTC tesƟ ng for Australian 
consumers. Many prescripƟ on medicines are subject to import controls 
if they are shipped into Australia. In theory, the same regulaƟ ons could 
be applied to geneƟ c test kits. However, it is not diĸ  cult to imagine 
ways around this ban, e.g. simply posƟ ng an oral swab and receiving 
the results online. 

A third opƟ on is to open the market for Australian DTC tesƟ ng 
companies, which could compete with overseas services while 
remaining under TGA surveillance. In other words, we could culƟ vate 
a domesƟ c industry.  However, it may not be possible for fl edgling 
Australian companies to compete on price with the large-scale US 
operaƟ ons. It would also be hard to jusƟ fy the change in policy 
before condiƟ ons (i) to (iii) are fulfi lled. That said, of the three opƟ ons 
discussed, this appears to be the most viable in the long term. 

Finally, condiƟ on (v) presents one of the fundamental fl aws with 
DTC tesƟ ng. If the health system was formally involved in the tesƟ ng 
process, the medical pracƟ Ɵ oner would be responsible for idenƟ ty 
verifi caƟ on. However, it is simply not possible to reliably check idenƟ ty 
in a mail-order system. The only way DTC tesƟ ng can verify idenƟ ty is 
to have customers come in person to a DTC facility and provide proof 
when their DNA is collected. However, such a regulaƟ on would make 
it even more diĸ  cult for any Australian company to compete against 
online services. 

Conclusion
In summary, it is very diĸ  cult to construct a pracƟ cal model that 
addresses condiƟ ons (iv) and (v) in an Australian context. Hence, for the 
short term, DTC tesƟ ng will likely remain a controversial, unregulated 
market run through overseas websites. It is the duty of the TGA to 
inform the public about the risks of these products, and the duty of 

signifi cantly benefi t their health. [19]

In spite of the Privacy Act, individuals may sƟ ll be forced to disclose 
their own test results to a third party such as an insurer or employer. 
There have been numerous reports of discriminaƟ on on the basis of 
geneƟ c data in an Australian context. [20-22] The Australian GeneƟ c 
DiscriminaƟ on Project has been surveying the experiences of clients 
visiƟ ng clinical geneƟ cists for ‘predicƟ ve or pre-symptomaƟ c’ geneƟ c 
tesƟ ng since 1998. The pilot data, published in 2008, showed that 10% 
of the 951 subjects reported some negaƟ ve treatment as a result of 
their geneƟ c results. [23] Of the alleged incidents of discriminaƟ on, 
42% were related to insurance and 5% to employment. 

The use of geneƟ c data by insurance companies is a complex issue. 
Although private health insurance in Australia is priced purely on 
basic demographic data, life and disability insurance is conƟ ngent 
on an individual’s prior medical record. This means that customers 
must disclose the results of any geneƟ c tesƟ ng (DTC or otherwise) 
they may have undergone. This presents a serious disincenƟ ve for 
purchasing a DTC test. The Australian Law Reform Commission, in its 
landmark report EssenƟ ally Yours: the ProtecƟ on of Human GeneƟ c 
InformaƟ on in Australia, discusses the possibility of a two-Ɵ er system 
where insurance below a specifi c value would not require disclosure 
of any geneƟ c informaƟ on. [22] Sweden and the United Kingdom have 
both implemented such systems in the past; however insurers have 
argued that the Australian insurance market is not suĸ  ciently large to 
accommodate a two-Ɵ ered model. [22] 

As geneƟ c tesƟ ng becomes increasingly widespread, a signifi cant issue 
will be whether insurance companies should be allowed to request 
geneƟ c data as a standard component of insurance applicaƟ ons. 
Currently, the Investment and Financial Services AssociaƟ on of 
Australia, which represents all major insurance companies, has stated 
that no individual will be forced to have a geneƟ c test. [24] But how 
long will this moratorium last?

Suĸ  ce to say that the privacy and anƟ -discriminaƟ on legislature needs 
to adapt to the Ɵ mes. There needs to be careful regulaƟ on of how 
these genomics companies use and protect sensiƟ ve data, and robust 
legislaƟ on against geneƟ c discriminaƟ on. OrganisaƟ ons such as the 
Australian Law Reform Commission and the Human GeneƟ cs Society 
of Australasia will conƟ nue to play an integral role in this process.

However, there are some fundamental issues that even legislaƟ on 
cannot fi x. For example, with the current system of mail-order geneƟ c 
tesƟ ng, there is no way of verifying the idenƟ ty of the person ordering 
the test. This means that someone could easily send in DNA that is 
not their own. In addiƟ on, an individual’s geneƟ c results reveal a great 
deal about their close family members. Consequently, someone who 
does not wish to know their geneƟ c risks might be forcibly confronted 
with this informaƟ on through a relaƟ ve’s results. We somehow need 
to construct a system that preserves an individual’s right of autonomy 
over their own geneƟ c data.  

What does the future hold?
DTC geneƟ c tesƟ ng is clearly a technology sƟ ll in its infancy, with many 
problems yet to be overcome. There are issues regarding test quality, 
psychological ramifi caƟ ons, integraƟ on with the health system and 
geneƟ c privacy. On closer inspecƟ on, this risk-detecƟ on tool turns out 
to be a signifi cant risk in itself. So does pre-symptomaƟ c geneƟ c tesƟ ng 
have a future? 

The current business plaƞ orm, wherein clients mail their DNA to 
overseas companies, is unviable as a scalable medical model. This 
paper proposes that the following fi ve condiƟ ons are necessary 
(although not suĸ  cient) for pre-symptomaƟ c geneƟ c tesƟ ng to persist 
into the future in an acceptable form: 

i. Improved clinical uƟ lity
ii. Updated anƟ -discriminaƟ on legislaƟ on pertaining to geneƟ c test 
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profi les. [28] 

As a medical community, therefore, we should be wary of the current 
range of DTC tests, but also open-minded about the possibiliƟ es 
for a future partnership. If we get it right, the potenƟ al payoī  for 
preventaƟ ve medicine is huge. 
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the health system to support those who do choose to purchase a test. 

For the longer term, it seems that the only sustainable soluƟ on is 
to move towards an Australian-based tesƟ ng infrastructure linked 
into the healthcare system (for referrals and post-test counselling). 
There are many hurdles to overcome; however, one might envisage 
a situaƟ on, twenty years from now, where a geneƟ c risk analysis is a 
standard medical procedure oī ered to all adults and subsidised by the 
health system, and where individuals parƟ cularly suscepƟ ble to certain 
condiƟ ons can maximise their quality of life by making educated 
lifestyle changes and choosing medicaƟ ons that best suit their geneƟ c 
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